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O0 opraHuzanuu  pa3MelEHUs
nHpopMaluu Ha  COOCTBEHHBIX
opuIMaNbHBIX CalTax B CETU
HNHuTtepHer

MuHnuctepcTBO  00pa3oBaHMs, HAyKd W MOJIOJEKHON  IMOJHUTHUKHU
Huxeropoackoid 06yiacTu HarpaBiisieT BaM KOIHUIO NMHCbMa TIJIABHOTO YIIPaBJICHUS
MB/I Poccun no Huxeropoackoit oomactu Ne Bx-316-100858/21 ot 17.03.2021 r.
«O0 opranuzanuu pasMenieHusi Ha COOCTBEHHBIX O(UIIMAIBHBIX CaliTaXx B CETH
WuTepHer mnyOnukanmuii ©M  TaMATOK, HAMNPaBICHHBIX Ha  MPOQUIAKTUKY

MOIIIEHHUYECTBY JIJIsi OPTaHU3allMK JaJIbHEHIIeH paboThI.

[Tpunoxxenue: Ha 4 1. B 1 3K3.

3aMeCTUTENIb MUHUCTpPA A.H.KopotkoB

Konskosa Tarbana CepreeBHa
8 831 434-10-32
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MBJl Poccun Munuctpy obpa3oBaHus, HayKud H
I'T1ABHOE VYIIPABJEHHE

MOJIOAEKHOM TOJIUTHKHA
MUHUCTEPCTBA BHYTPEHHUX .
JIEJI POCCHIACKOHN ®F IIEPALTUHA HI/DKCI"OPOIICKOI/I obiactu
no HYDKEI OPO}Z[CKOFI OBJIACTH
(I'V MBJI Poccun o Hixeropoackoit o6actu) O.B. HCTPOB oii

yi. M.-I'opekoro, 71, H.HoBropoz, 603950
Ten. (831) 268-51-76, daxc 268-63-87
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r. H. HoBropox, yn. Uneunckas, 1.18, 603950

VYBaxaemas Onbsra BuktoposHa!

I'maBuoe ympasnenue MBJ[ Poccuu mo Hmxeroponckoii oGmactu obpairaer
Bamrre BuuManue, 9ro o uroram 2020 rofa KOIMYECTBO 3apPETUCTPUPOBAHHEIX KPAK
U MOIICHHWYECTB, COBEPIICHHBIX C  MCIOJb30BaHWEM  HH(POPMAIMOHHO
TENIEKOMMYHHKAI[HOHHBIX TEXHOJIOTHM, yBenuumnock Ha 38,3% (c 2421 mo 3348) u
73,3 % (c 2641 mo 4578) COOTBETCTBEHHO.

B smBape Texymero roga HaGIOZaeTCs CHIDKEHHE 3apeTHCTPHPOBAHHBIX
IIPECTYIUICHUI JaHHOrO BHMAa: Kpax Ha 22,7% (¢ 264 mo 204), MOIIEHHHYECTB Ha
8,6% (c 490 no 448). OmHako, HaHHBIE NeSHHS OPOJODKAIOT HMETh MECTO H
COBEPILAIOTCS B MaCCOBOM XapaKTepe, IPHYMHIA 3HAUNTENbHBIHN yIepO rpakaaHaM.

3HAaYHTENbHOE YMCIIO YKa3aHHBIX BUIOB IIPECTYIUICHHH 0GYCIOBICHO GHICTPEIM
pa3BUTUEM MHGOPMALMOHHO-KOMMYHHUKAIMOHHBIX TEXHOJIOTHH, & TaKKe IOCTOSHHO
YBEIMYIHUBAIOMIAMCST KOJNUYECTBOM JIMII, MOJB3YIOIMNXCS Pa3IHYHBIMH YCIYyraMH B
cerd IIHTepHeT, GaHKOBCKMMH MOOWJIBHBIMH IIPHIOKEHHAMH, 3JIEKTPOHHBIMH
CHCTEMaMH DPAacYeToB, B CBS3H C YEM IPOTHO3UPYETCS NANbHEHMINMH POCT 4YUCIIa
NPECTYIUICHUH B JaHHOU cdepe.

B CBA3M C W3IOXKEHHBIM IIPOIIy pPAacCMOTPETh BONPOC 00 OpraHU3aIUH
PasMelleHnss Ha COOCTBEHHBIX O(HMIMANBHEIX calitax B cerm HHTepHer,
00pa30BaTENPHBIX YYPEKICHUIX INyOIMKauuii ¥ NaMATOK, HANpPaBICHHEX Ha
NpOQUIAKTAKY MOLICHHHYECTB, B TOM YHCIE€ COBEPIIAEMEIX C HCIOJb30BAHHEM
MH(QOPMAIlHOHHBIX TEXHONOTHM, a TakKe BO3MOXHOCTD JOBEICHHS yKa3aHHOMU
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uHpOpMaLMK B paMKaX y4eGHOro IpoLecca 0 y4aluxcs H MX POAHTENEH.

INpunoxenue: nHGOpMAaIVs 06 OCHOBHBIX BHIaX MOIIEHHUYECTRA Ha 3 JI.

3aMecTHUTENs HAYAILHUKA TTOIHITHH / ///74 ”

Hcn. Bopoekos B.B.
Ten. 8 (831) 2685143



Hudopmariust 06 OCHOBHEIX BHAaX MOIIEHHHYECTBA

B Hacrodmmee Bpems Hamboliee pacIpOCTpaHEHHBIM CIOCOGOM COBEpHICHHS
IPECTYIUIEHUA B NaHHOH chepe sBIsLETCS XUILEHHE ¢ OaHKOBCKHMX KapT IPaxkiaH,
KOTZ]a 3JIOYMBIIUIEHHWKH IO TeNle(OHY IPEICTABISIOTCS COTPYAHHKAMH CIIyxkG
Ge30MacHOCTH PasNHYHBIX OAHKOB W MOJ pAa3sIVYHEIMM MPENIOTaAMH IIONYHYAIOT OT
MOTEPIEBIIUX HOMEp 6aHKOBCKOH KapThl, kox CVV (3 mudpsl Ha 06paTHOM cTOpOHE
KapThl), a TaKKe Mapoid, NpUXoAuBIIHe 0 SMS, HeoGXOAUMBIE IIA IPOBEICHH
(MHAHCOBEIX OIEpAITHii.

3a4acTyl0 [OTepIIeBIINE, HAaXOMICh MOJ BIHSIHHMEM MOIICHHHKOB, CaMH
CHUMAIOT JICHbIU, B TOM YHUCJIe OGQOPMILIOT Ha ce0f KpemuThl, U MEePEBOAAT MX Ha
abOHEHTCKIE HOMepa WK CUeTa, YKa3aHHEIE 3JI0YMBIILICHHUKAMH.

Taxoke 3MOyMBINITEHHUKH MOTYT COOOLIMTH MOTEPIEBIIMM O HEOOXOIUMOCTH
YCTaHOBIICHMS Ha CMapTQOH, KOMIBIOTEp MIH IUIAHIIET PasiMYHBIX IPOrpaMM
(«Anydesk», «Quick support», «Teamviever» u fp.), BRIIaBas UX, B TOM YHCIIE, 32
AHTHBUDYCHEIE, TIO3BONSMIONMX MOIICHHHUKAM JMCTAHIMOHHO, T.e. yAaJeHHBIM
AOCTYIIOM, YIPaBJIATh CMapTHOHOM, HOYTOYKOM WM ILIQHIIETOM H, KaK CJIEICTBHE,
OCYIIECTBIATH OHJIAWH II€PEBOAEI OT HMEHHM TNOTEPHEBIIMX Yepe3 MX JIHIHEBIA
KabOHHeT.

B xopme Tene(OHHEIX PpasTOBOPOB MOLIEHHWKH MOTYT COOGLIMT Banid
nepconanpHbie gannsie: ®HO, naTy poxaeHus, IacOPTHEIE JaHHEIE, a TAKKE JaXe
IOCTeiHUE ONEpAllii M0 BallMM cueTaM. Kpome TOTo, IPECTYIHHKH, HCIONb3YS
BO3MOXXHOCTH IP-Teneonnu, MoryT ocymecTBIATE 3BOHKU ¢ a60HEHTCKAX HOMEPOB,
CXOXMX WM WICHTHYHBIX OQUIMAIbHBIM HOMepaM OGaHKOB, YKa3aHHBIM Ha
OGOpOTHOH CTOpOHE KapT, WM IPaBOOXPAHHTENBHEIX OPraHOB, B TOM HHCJIE
TIOJTUITAH.

YUr00EI HE CTATh XEPTBOH MOJOGHBIX PECTYILIEHHH HEOGXOLMMO IOMHHTD, YTO
HAaCTOSAIME COTPYJHMKH OaHKOB HHKOTZa HE 3BOHST KIHEHTaM H He IIPOCAT
COOOIIMTE UM KaKylo-TH60 HHGOPMAIMIO, KACAIONIYIOCS KAk MX IIEPCOHAIBHBIX
JIAHHBIX, Tak ¥ GaHKOBCKO# kapTsl. Hu npu kakux 06CTOSTENECTRAX He pasriamaiire
HUKOMY, BKIFO4as COTPYJHHKOB GaHKOB, MAapONK Ha NpoBeZeHHe onepanuii. [Tapons
Ans BXona B cucreMy «bank OHnalH» 3TO Bamia IWYHAs KOH(HAEHIMATBHAS
nHopmanms. Taxke, He B KOeM Cilydyae He CTOHT YCTAaHABIHMBATH IIO npoce6e
HEU3BECTHBIX JIUI[ KaKue-Tu00 IMPUIOKeHHs (IIPOrpaMMEI).

WHE1e crioco6sI MOIIEHHUYECTBA, COBEPIICHHBIE JUCTAHIIMOHHBIM CIIOCOGOM.

C ncnonn3oBanueM cetd UHTEpHET:

1. IlyteM momydeHus mpenormnarsl B pasmepe mo 100% 3a TOBap WIH YCIYTY C
IIOMOIIBIO CO3NAHMS «OJHOAHEBHBIX)» UHTEPHET-MAara3iHOB M CalfTOB-IBOHHUKOB, C
MCIONB30BanMeM HHTepHET-IUIOIafoK 110 Mpojake TOBapoOB M YCIyr (CaiiThl
«Asuto», «lOna» u fp.); B CONMANBHEIX ceTaX «B KoHTakTe», «OXHOKIACCHHKN) 1
T.I.

Ipexxme 4em 3aka3aTh TOBap B VHTepHeTe MOYHTAlWTe OT3LIBEI Ha pa3HBIX
caliTax O JaHHOM HHTEPHET-Mara3MHe MIH BHPTyaJIbHOM IIpOAaBIle, B Cllydac
HaJlli9us BBl Cpasy OOHAapyXWTe OTPHUIIATENIBHBIE OT3bIBEL OTCYTCTBHE OT3BIBOB O
BEIODaHHOM BaMHM HHTEpHET-MarasuHe TOBOPAT O KOPOTKOM TIEPHOZE €ro
CYILIECTBOBAHUS.

BuunmarensHo unTaiiTe Ha3BaHUS WHrepHeT-Mara3yuHa Wik OpraHu3alyy e Bbl



INIAHApPYETe MPUOOPECTH KaKue-TiO0 TOBAphl, B TOM YHKCIIE ITOKYIKa OHIETOB Ha BCE
BHJIEI TPAHCIIOPTa, OIIaTa YCIyr U KpeauToB. Tem caMmbiM Brl M30exuTe caiiTos-
k1oHOB. Crapaiitech n36eraTh NOKYIIKH TOBapa mo npepomare. Ecinu nena Tosapa
ropas/io HUXKE IICHEl B OOBIMHBIX PO3HWYHBIX MarasWHax, Tak W B JPYTHX MHTEPHET-
MaraspHax, MO0 Ha PBIHKE B IIeJIoM (HampuMep, IpH HpOAAXE ABTOMAINMHEL IO
3aHI)KEHHOM CTOMMOCTH), 3TO IIOBOJ] HACTOPOXKUTHCH.

2. Ilyrem momydeHuss wHQOpMAIMHA OT JIMIA, PA3MECTHUBIIETO0 OOBSIBICHUE O
Opojiake Kakoro-iubo ToBapa, O IONHBIX PEKBH3HTaX €ro GaHKOBCKOM KapThl
(momep, cpok meficTeus, naHHBIe Aepxkateins, CVC-kox), SKOGbI, ¢ LENbI0 BHECEHUS
NPEAOIUIATEI, ¢ MOCIHEIYIOUMM XHINEHHEM C Hee JCHEXHBIX CPEICTB, HCIOJb3yS
IOJTy9eHHbIE TaHHBIE.

He coobmalite HEH3BECTHOMY KaKyl-THOO WHOOPMALMIO, KACAIOLIYIOCH
GaHKOBCKO# KapThl - JJIs OCYIIECTBIICHUS IlepeBoja TpeGyeTes TOIBKO HOMEp KapTHI,
b0 mpuBA3aHHBIN K Hell aboHeHTCKuit HoMep. Hu mpy Kakux o6CTOSTENhCTBAX He
coobmalite napomy Ha IpoBefeHue onepanuii. Ilapons ams Bxona B cucreMy «bank
Omutaiin» 5T0 Ballla TW4Has KOHGUAEHIMATbHAS HHPOPMALHAS.

3. C ucmonb3oBaHHEM CCHUIOK B ceTH «VIHTepHeT», MepeHalpaBIsIolUX Ha
«pumuHrOBEIe»  (LOANENBbHBIE)  CalTBl, MPEJOCTABICHHBIX  MOIIEHHHKAMM
IIOTEPIEBINMM IIPH OIUIaTe TOBapa, pa3MelIeHHOro Ha caiitax «Asutoy, «IOma» u
APYTHX, a TaKXKe IPY MOKYIIKE /1 ¥ aBUaOUIIETOB, OUIIETOB B KWHOTEATPEL

He nepexonure 1o npuUcIaHHBEIM HE3HAKOMEIMH JIMIAMH CCHUIKaM ¥ He BBOIUTE
JaHHBIE CBOMX OaHKOBCKHX KapT.

4. B3noM CTpaHHI] IIONB30BaTeledl B COLMAIBHBIX CETIX, B OCHOBHOM
«BxoHTakTe» ¥ «ONHOKIACHMKH», U PacChUIKa COOBLIEHMH «Ipy3hiM» OT HMEHH
AaHHOT'O MOJNB30BaTels C NPOCKOOW OJOIDKUTE JAEHET, KOTOPEIE HYKHO IEPeBECTH Ha
yKa3aHHbIe a0OHEHTCKHE HOMepa Wi GaHKOBCKUE KapTHL.

IIpexie YeM OCYIUECTBHTH IEPEBOM MO3BOHHTE CBOEMY IOPYTY, OT KOTOPOTO
TIPHILIO COOOIIEHNE, U YTOYHHTE HHHOPMALIHIO.

J. IlyreM momy4eHHs NEHEXHBIX CPeICTB OT MOTEPNEBIIMX IpPH, SKOGEHI,
BHECCHHM CTAaBOK Ha (DOHIOBHIX U HHEIX OHpKax.

Ilpexxae 4eM BHOCHTB JEHBIM IOYMTAiiTe OT3BIBHI HA Pa3MYHBIX caiiTax B
HWnrepHeTe, y3HalTe K IOPHCANKINN KAKOM CTPaHbI OTHOCUTCS NEeSTeIbHOCTE NAHHOI
OpraHHM3aIlly, a TAKKe 03HAKOMBTECH C IIPaBHIaMH M YCIOBUSIMH €€ AeATeIbHOCTH.

C _WCIoNb30BaHMEM CPENCTB COTOBOM CBA3M IyTeM COOGINEHMs TrpaxaaHaM
3aBEJOMO JIOKHOM WH(OPMAIIHH:

4. O HapymeHuum MX ONM3KHMM DOACTBEHHHKAMH JeiCTBYIOIIETO
3aKoHOfaTenbCTBa (coBepmienue JITII, NpHUYMHEHHE TeNECHBIX MOBPEXKACHUM,
XpaHCHHE HapKOTHKOB H T.I.), C ILIENbIO IMEpPefavyd IMOTEPIEBIIMMH IEHEeKHBIX
CPEACTB 4epe3 IOCPEIHHUKOB, JHOO IMEpPeBOJ MX HUepe3 TepMHHANBI OILIATHI ISt
paspelleHus CIOXHBIIeHcs curyanuu. [Ipy 3TOM MOINEHHUKH CTaparoTcs JepiKaTh
(CKepTBY» BCErlla Ha CBA3H, C LENBI0 WCKIIOYEHMS KaKUX-TUOO IelicTBHii ¢ ee
CTOPOHBI O IIPOBEpKe HHA)OPMAIIHH.

Heo6xonumo nepe3BoHUTE Ha H3BeCTHEIE aGOHEHTCKHE HOMepa JIHIY, KOTOPBIM
IMPEACTABIIETCS 3IIOYMBINUICHHUK, JIM0O0 POINCTBEHHHKAM, C LENBbI0 BHIACHEHMS
AEHCTBUTENBLHOCTH MPOH3OMIeNIINX CcOOBITHIL. IlOMpOCHTE 3BOHALIEr0 HA3BaTh




KaKue-TM0o JaHHBIEe JIMIA, KOTOPEIM OH mpexcTapiserca (O.M.0., nata poxneHus,
MECTO XUTENbCTBA, JaHHEIE POJCTBEHHIKOB, KaKue-IM00 (aKThl U3 XKU3HA U T.11.).

2. O BO3MOXHOCTH NOJyYeHHS KOMIEHCAIMM 3a paHee HPHOGpPEeTCHHbIE
HEKAa4YeCTBEHHBIC TOBaphl WIH OKa3aHHblE YCIYTH, Ui 4Yero HeoOXoauMo
NEPEYHUCITUTH ONpPeeTICHHEIN IPOLEHT OT MOJIAraloIercs CyMMBEI.

Crnemyer 3HaTh, 4TO pa3iU4Hble KOMIIEHCAI[MM BBIILIAYMBAIOTCS TIPaXKAaHaM
TOJIBKO TPH HX JIAYHOM IIMCBMEHHOM OOpAILEHIUH B COOTBETCTBYIOIIHME OPraHU3aIHH.
Huxaxue nporieHTEI 32 BBIILIATY KOMITEHCAIIM HE YILIAYMBAOTCA.

3. SIko0bl, U3 MONMKIMHMKA MM GONLHHIEL, O TOM, 4T0 y Bac wim y Bammx
POACTBEHHUKOB OOHApYXXWIM CTpAIllHBI JHArHO3, M 4YTOOBl BBUICYHTH OOJIE3HB
Heo0X0IUMO ITepPEeBECTH JICHBIH 3a JIEKapCTBA.

Heo6x0aumMo MOMHHT, YTO HACTOSIIMI Bpay HHKOINA HE GyIeT 3BOHMTH BaM
110 TeneoHy M cooOmaTh O «CTPAIHOM JUArHO3€» MM MPOCHTH NEPEeBECTH JEHbIH
3a JIeKapCTBa.

4. C npoce60oif KynuTh NPOIYKTHI, CIIAPTHOE, BETHl U T.II., IOCTABATH MX IO
yKa3aHHOMY a/ipecy, a IOIYTHO IIEPEeYNCIINTh JeHEeXHBIe CPeICcTBa Ha TenedoH, ¢
3aBEpEHHEM, YTO JEHBIH BEPHYT IO IIPUOBITHIO Ha aJipec 3aKa3uuKa.

Ecnu BB ucmojHAeTe Kakoe-THOO ToOpydYeHHe MO TenedoHy, TOCTABISETe
3aKas3bl, TO He CleAyeT MEepeBOAMTHL JCHBIM Ha He3HaKOMble Tele(OHBI, CHaydalla
JOCTaBbTE TOBAP I10 HA3HAYEHUIO H Ha MECTE OIPEAEIUTECH C 3aKa3UHKOM.

Kpome AMCTaHIMOHHEIX MONIGHHMYECTB IPaKAdHE CTAHOBATCS XEPTBAMH U
KOHTaKTHBEIX MOIIICHHHYECTB, COBEPIICHHEIX MOJ BHAOM COLMAIBHBIX paGOTHHKOB,
COTPYTHHUKOB Ppa3NMYHBIX OpraHusauué (ropras, ropcmer, IleHcwoHHsni QoHI,
MeIIMIUHCKHE paboTHUKH | T.1.). [Ipemoramu MoryT GBITE: CpOUHBIH OOMEH HEHeT,
HanbaBKM K IIEHCHH, NPOBEPKA TA30BOTO MM BOASHOLO obopynoBaHus, nepepacyer
KBapTIUIaThl, IPEMHH BeTepaHaM, npofaxa BAJ[oB, MeIUNMHCKMX IPHGOPOB HITH
APYTMX Ppa3slH9HBIX TOBapOB IO JBIOTHEIM LieHaM H T.n. OCHOBHas 1elb
3MOYMBINIIEHHUKOB — Y3HATh, TA€ XPAHATCS JEHEXHBIE CPEACTBA «KEPTBBDY, MOCIE
9€ro OTBJI€Yh €€ BHHMAaHHE W COBEPUIMTH MX XHINEHHe. Takke HPEIIOrOM MOXKET
OBITH rafilaHue, CHATHE IKOObI HAIOXKEHHOH [TOPYH, MCLEIeHre OT 3a601eBa Uit

Kak nonsts oOMaH:

- 06 o6MeHe JIeHEeXKHBIX CPECTB WM IPOBEICHUM KaKUX-JIH60 pedopM 3apanee
Oyner coobmatses B pasnuunbix CMU (TeneBuneHue, paauo, IeyaTHBIE U3NaHK), B
OTHENEHUsX GAaHKOB, YUPEXKNEHUAX COLHUATBHON ITONUTHKH, EHCHOHHOTO doHIma H
T.0.

- Y3HaTB, 4TO 32 OPraHU3AIMIO NPEICTABIAIOT IPUINCAIINE U, TI03BOHMB TYAa,
y3HaTh, €CTh JM TaM TaKWe COTPYAHWKH M TPOBOAMTCA 1M OOXOJ IOMOB IIO
0003Ha9EHHOMY BOIIPOCY; IIONPOCHTD IIPE/IHIBUTE YAOCTOBEPEHHE;

- YBEZIOMHUTH POJCTBEHHUKOB (JKEJIaTENBHO IIONPOCHTD MOXBEXATH);

- IO3BAaTh COCEJIEH;

- TIO3BOHUTH 3aKPETLIEHHOMY COLMATEHOMY PaGOTHHKY;

- He CTOMT IOKYNaTh Y HEW3BECTHBIX HMKAKHX JICKapCTBEHHEBIX IPEIapaTos,
ra30aHaJm3aTop013, CUCTYIUKOB, (bHJIBTpOB AJIsL  BOJBI, XO35[I>'ICTBCHHBD( TOBapOB,
MEIMLUHCKUX TPHOOPOB H T.II.



